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JokymeHT npenocrasieH Koncynbrantllnroc

ITpunoxxenne N 1

MAMSITKA JUIS1 OBYUAIOILNXCS Ob UHOOPMAILIMOHHOM BE3OIIACHOCTU
JIIETEN

HEJIb34

1. Bcem monpsi cooO1aTh CBOO YacTHYIO HHGOpMAIHIO (HaCTOsIIIHe UM, paMuIuio, TenedoH,
ajipec, HOMep IIKOJIBI, a TaKkXke (GoTorpaduu CBOH, CBOSH ceMbH U Ipy3ei);

2. OTKpbIBaTh BIOXKEHHBIE (DailsIbl AJIEKTPOHHON MOYTHI, KOT'1a HE 3HACIIb OTIIPABUTEIIS;
3. I'pyOuTh, npuanpaThcs, OKa3blBaTh JAaBJICHHUE - BECTH C€0s1 HEBEKIUBO U arpeCCUBHO;

4. He pacniopsxaiics JeHbraMH TBOCH CeMbH 0e3 pa3pelieHns CTapIInX - BCErAa CIpainBan
pOAMTEIIEH;

5. He BcTpeuaticsa ¢ MTHTepHET-3HAKOMBIMU B PE€ATIbHOW JKU3HU - TIOCOBETYHCS CO B3POCIIBIM,
KOTOPOMY JIOBEpSICILIb.

OCTOPOXHO

1. He Bce numyT npasay. Unrtaems o cebe Henpasay B IHTepHETe - co00IIM 00 3TOM CBOMM
POIMTEIISIM HIIH OTIEKyHaM;

2. IlpurnamaroT nepenuchiBaThCsl, UrpaTh, 0OMEHUBATHCS - IPOBEPH, HET JIM M10/IBOXA;
3. He3akonHoe konrpoBaHue ¢aiinoB B IHTepHETE - BOPOBCTBO;
4. Beernia paccka3sblBail B3pocibIM O Tpo0sieMax B CETH - OHU BCET/la IOMOTYT;

5. Ucnonw3yii HacTpOKu O€30MaCHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPSITH CBOM aKKAYHTHI B
COLICETAX M APYTUX MOpTAIaxX.

MOXHO

1.YBaxaii Ipyrux noJjib30BaTemeu;

2. Ilonp3yenibcst IHTEpHET-UCTOUHUKOM - JIeail CChUIKY Ha HETO;
3. OTKpbIBail TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0maThcs 3a TOMOIIBIO B3POCIIBIM - POJAMTEINN, OTICKYHBI U aIMUHHUCTPAIUS CAUTOB BCETIa
MTOMOTYT;

5. IIpoitnu o0ydenue Ha caiite "CeTeBUUOK" U MOIYUYH NACIOPT HUGPOBOTO rpakIaHuHa!
Y y



[Tpunoxenue N 2

NHOOPMAIIMOHHA A TTAMATKA JUTA OBYUAIOINXCA UIA PASMEIIEHMA HA
OOUILIMAJIBHBIX UHTEPHET-PECYPCAX

C KaxIpIM I'OJJOM MOJIOZIC’KM B UHTEPHETE CTAHOBUTHLCS OOJIbIE, a INKOJIBHUKH OJTHU U3 CAMbIX
aKTUBHBIX IOJb30BaTenel Pynera. Mexay TeM, HIOMUMO OTPOMHOTO KOJIUYECTBA
BO3MOJKHOCTEH, HHTEPHET HeCeT U MpoOJeMbl. DTa mamsTKa JI0JDKHA TOMOYb Tebe Oe30macHo
HaXOAUTHCS B CETH.

KomMmnbroTepHbie BUPYCHI

. KoMnibroTepHslii BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX MIPOTPaMM, OTINYUTEIHHOU
0COOEHHOCTBIO KOTOPOM SIBIISIETCSI CIIOCOOHOCTH K pa3MHOXKEHHIO. B 1onomHeHe K 3TOMY,
BUPYCHI MOTYT IOBPEAUTH UM MOJTHOCTHIO YHUUTOKUTD BCe (hailiibl U TaHHBIE,
MOJIKOHTPOJIbHBIE TIOJIB30BaTEN0, OT UMEHU KOTOPOTro Oblia 3amyliieHa 3apakKeHHas Iporpamma,
a TaKkKe MOBPEIUTh WIN Jake YHUUTOKUTH ONEPAIIMOHHYIO CUCTEMY CO BceMu daitnamu B
1esnoM. B 6onbIInHCTBE cllydaeB pacpoCTPaHSIIOTCS BUPYChI Uepe3 HHTEPHET.

Mertozp! 3aIlIUTHL OT BPEJOHOCHBIX IIPOIPAMM:

1. Ucnionp3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPHE3HBIN YPOBEHD 3aLIUTHI
OT BPEIOHOCHBIX IIPOrPaMM;

2. ITocrostHHO ycTaHaBIMBaK mautu (1U(poBbIe 3aMIaTKA, KOTOPhIE aBTOMATHYECKU
YCTaHABIUBAIOTCS C IEJIBIO JOPAOOTKHU MPOTPaMMBI) U IPYTHE OOHOBJICHHS CBOCH
omepanroHHoi cucteMbl. CKaunBai BX TOJIBKO ¢ ouimaibHOro caita pazpadorunka OC. Eciu
CYHICCTBYCT PCIKUM aBTOMATHYCCKOI'O OGHOBHGHI/IH, BKJIKOYH €TO,

3. PaGotaii Ha cBOeM KOMIIbIOTEpE MO/1 IPaBaMU IOJIb30BATENs, a HE aAMHUHHUCTPATOpa. DTO HE
MO3BOJIMT OOJBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM MHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIEHOM
KOMIIBIOTEPE;

4. Vcnionp3yil aHTUBUPYCHBIEC MPOTPAMMHBIE TPOAYKTHI U3BECTHBIX TPOU3BOIUTEINECH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb pu3HYECKHid JOCTYI K KOMITBIOTEPY ISl IOCTOPOHHHUX JIHII;

6. Ucronp3yii BHEITHUE HOCUTENN HH(POPMAIINH, TaKUe KakK Quielika, TMCK win (ait u3
WHTEPHETA, TOJILKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIBIOTEPHBIE (PANIb, TOTyUYCHHBIC U3 HEHA/ICKHBIX UCTOUHUKOB. [laxe Te
(aiinbel, KOTOpBIE PUCA TBOI 3HAKOMBIN. JlydIlle yTOUHU Y HEro, OTIPABIISUI JIU OH TeOe HX.
Ceru WI-FI Wi-Fi - 310 He BuJ epeaayn JaHHBIX, HE TEXHOJIOTHSI, @ BCETO JIMIIb OPEH]I, MapKa.
Eme B 1991 rony Hunepianackas koMmnanus 3apeructpuponana opern "WECA", uto
o0o3Hauaio cioBocoueranue "Wireless Fidelity", koTopslii mepeBouTcs Kak "OecrpoBoiHas
ToyHOCTH". Jl0 Halero BpeMeHu J1o1uia Apyras abopeBuarypa, KoTopas siBISETCs TaKO ke
TexHosoruei. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHMe ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BhIcHIe 3ByKoBoi TexHUKHM Hi-Fi, uTo B mepeBosie o3HavyaeT "BbIcOKast TOYHOCTH'. [la,
OecIUIaTHBIA MHTEPHET-IOCTYM B Kade, OTENAX U a3ponopTax sABISIETCS OTIIMYHON



BO3MOXKHOCTBIO BBIXOJ1a B MHTepHET. HO MHOTHE 3KCIIEPTHI CYUTAIOT, YTO OOMIETOCTYITHBIE Wi-
Fi cetu He saBnsAroTCs OE30IIaCHBIMMU.

CoBeTbl 110 Oe30MacHOCTH paboThI B 00mIe0CcTYTHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro muunyto nHdopmaruio uyepe3 odmenocrynusie Wi-Fi cern. Pabotas B
HUX, J)KEJIaTeJIbHO He BBOJUTH MAapOJIH AOCTYIIA, JOTHHBI U KaKhe-TO HOMEpa;

2. Ucnionb3yii 1 0OHOBIIAN aHTUBUPYCHBIE POrpaMMBbl U Opanamayep. TeM caMbIM ThI
o0e3omacuiib ceds 0T 3aKaYKU BUPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonpzoBanun Wi-Fi otknroun ¢pynknuro "OOuuii qoctyn K Qaitiam u nmpuaTepam'.
JlanHas GyHKIHUS 3aKphITA 10 YMOJTYAHHIO, OJTHAKO HEKOTOPBIE ITOJIB30BATENIN aKTHBUPYIOT €€
JUTIs1 y10OCTBA MCTIOJIb30BaHUS B paboTe MiH yueoe;

4. He ucnione3yit myommunsiii WI-FI 11t mepenaun TUYHBIX JaHHBIX, HAIPUMED AJIs BBIXOJA B
COLIMAJIbHBIEC CETU UJIU B MJIEKTPOHHYIO I10YTY;

5. Ucnonw3yi Tonbko 3ammuinennoe coenuaenne uepes HTTPS, a ue HTTP, T1.e. npu Habope
BeOaapeca BBOAM UMEHHO "https://";

6. B moOunsHOM Tenedone otkmoun pynkmuio "llonkmouenne k Wi-Fi aBromatuuecku'. He
JIOITyCKaif aBTOMaTHYECKOT0 MOJKIII0YEeHUs ycTpoiicTBa K cetaM Wi-Fi 6e3 TBoero coryacusi.
Cornmanbabie cetr ColMaNbHBIE CETH aKTUBHO BXOAT B HAITY KU3Hb, MHOTHUE JIFOJIU Pa0OTAIOT
U )KUBYT TaM MOCTOSIHHO, a B Facebook yske 3apeructpupoBaH MIILIHAP]] YETOBEK, YTO SBISETCS
OJHOM CEApMON BCEX JKUTEJEH IIaHEeThl. MHOTHE NOJIB30BATENN HE TIOHUMAKOT, YTO
uH(pOpMAaIIKs, pa3MEIIeHHAs UMHU B COITUATBHBIX CETAX, MOKET OBITh HailIeHa U UCTOIh30BaHa
KEM yTOJ/IHO, B TOM YHCJIE HE 00s3aTeNIbHO ¢ OJIAarUMHU HAMEPEHUSMHU.

OCHOBHBIE COBETHI IO OC30IACHOCTH B COHaJIbHBIX CCTAX:

1. Orpannyb criucok apy3eil. Y 1e0s B Ipy3bsixX HE JTOJDKHO ObITh CIIy4aifHBIX U HE3HAKOMBIX
JIIOIEH;

2. 3amuiaii cBOro YacTHYIO >ku3Hb. He yka3piBaii maponu, TenedoHsl, agpeca, 1aTy TBOETO
POXAEHUSA U APYTYIO JNYHYIO MH(OPMAIHIO. 3I0YMBIIUIEHHUKH MOTYT UCIIOJIb30BAaTh aXke
UH(POPMALIMIO O TOM, KaK Thl M TBOM POJUTENH IUIAHUPYETE IPOBECTU KAHUKYJIBL;

3. 3ammimaii CBOO peIyTaIrIo - IEP’KU €€ B YUCTOTE U 3aaBail cebe BOmpoc: XoTemd ObI ThI,
yTOOBI IPYTHE MMOJIH30BATEIN BUJICIH, UTO ThI 3arpyskaenisb? [Togymaii, mpex e ueM 4To-To
OIyOJIMKOBATh, HAIIUCATD U 3aTPY3HTh;

4. Ecnu Thl TOBOPHILIB C JIFOABMH, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE PEAIBHOE UM U
JPYTYIO TUYHYIO HH)OPMAIIMK: UMSI, MECTO JKUTEIIbCTBA, MECTO Y4eObl U poyee;

5. N36eraii pazmemenus Gororpaduii B UuTepHETE, I/I€ TH M300paKeH Ha MECTHOCTH, T10
KOTOPOH MOXKHO OTPEACTUTh TBO€ MECTOTIOIOKEHNUE;

6. Ilpu peructpanuu B COIUAIBHOM ceTH HEOOXOAMMO HCIIOIB30BaTh CIOKHBIE TAPOJIH,
cocToAmIre u3 OyKB U (P U ¢ KOJINIECTBOM 3HAKOB HE MEHee §;

7. 171t cONManbHOM CETH, TIOUYTHI U IPYTUX CAUTOB HEOOXOIMMO MCIIOJIb30BaTh Pa3HbIC MTAPOIIH.
Toraa ecnu Te€0s B3IOMAIOT, TO 3JI0YMBIIUIEHHUKU TOTy4YaT IOCTYI TOJIBKO K OJTHOMY MECTY, a
HE BO BCE Cpasy.



DNIeKTPOHHBIC ICHBTU. DJIEKTPOHHBIC IEHBIH - 3TO OYEHB yIOOHBIN CIIOCO0 MIaTexel, 0THaKO
CYH_IGCTBYIOT MOIIICHHHUKU, KOTOpBIe XOTAT HOJIy‘II/ITI: 9TU ACHBI'N. 3H€KTpOHHBIe JCHbI'N
IIOSIBUJINCHh COBCEM HECJaBHO U UMCHHO M3-3a 3TOI'O BO MHOI'UX FOCYI[apCTBaX 0 CUx HOp HEC
IPOMKCAaHO PO HUX B 3aKoHaX. B Poccuu sxe oHM (PyHKIIMOHUPYIOT U O HUX YK€ MPOIMCAHO B
3aKOHC, I'A€ UX pa3;[en;110T Ha HECCKOJIbKO BUJ0B - aHOHUMHBIC 1 HC aHOHUMHBIC. PaBHI/ILIa B TOM,
YTO aHOHHMHBIE - 3TO T€, B KOTOPBIX Pa3peliaeTcs MPOBOAUTH ONeparuy 0e3 uaeHTHPUKAIUN
IIOJIB30BAaTC/IA, 4 B HCAHOHHMMHBIX I/II[GHTI/I(l)I/IKaI_[I/I}I I10JIBb30BATCIIA SABJISICTCS OGHS&TGHBHOﬁ.
Taxoke creayeT pa3nuyarhb JIEKTPOHHBIE (UATHBIC IEHBIH (PaBHBI TOCYJAPCTBEHHBIM BaJTIOTaM)
U 3JICKTPOHHBIE He(HUATHBIEC ACHBI'H (HE PaBHBI TOCYAaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 6€30MacHOI paboTe C 3JIEKTPOHHBIMH I€HbIAMU:

1. ITpuBsku K cueTy MOOUIIBHBIHN TenedoH. DTo camMblif yJOOHBIN U OBICTPBINA CIOCO0
BOCCTaHOBHUTH JIOCTYT K c4ery. [IpuBsi3aHHbIi TenedoH MOMOXKET, eciau 3a0y/1ellb CBOH
IIJIATEKHBIN [1apOJIb UIIU 3alIeIIb HA CAalUT C HE3HAKOMOI'O YCTPOUCTBA;

2. Vcnonw3yii ogHOpaszoBbie mapoiu. [locie mepexoaa Ha YCUIIEHHYIO aBTOPU3AIINIO TeOe yxKe
He OyJeT yrpoaTh OMAaCHOCTh Kpa)XH UJTU MepexBara MIaTeKHOT0 MapoJis;

3. BriGepu cnoxxHbIi napodb. [IpectynHukam OyneT He IpOoCTO yragaTh CI0KHBIM Mapoib.
HanexHsle mapoiu - 3To mapoJin, KOTOphIe COJepKaT He MeHee 8§ 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, IU(PBI M HECKOJIILKO CUMBOJIOB, TAaKHE KaK 3HAK J0Jj1apa,
(dyHTa, BOCKIMIATENbHBIN 3HaK U T.11. Harpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JIOBEPSCIIIb.

DNeKTpOoHHAs 1MoYTa. DJIEKTPOHHAS [TOYTA - ATO TEXHOJIOTUS M MPEAOCTABISIEMBIE €10 YCIIyTH T10
HePEChUIKE U TOIYYEHHIO HJICKTPOHHBIX COOOIIEHHH, KOTOPBIE PACIPEEIISIOTCS B
KOMITbIOTEPHOM ceTH. OOBIYHO 3JIEKTPOHHBIN MOYTOBBIN SAMIMK BBITJISAUT CIEAYIOMIUM 00pa3oM:
UMs_TIONIb30BaTesI(@UMsL_foMeHa. Takke KpoMe repeiaud IpoCcToro TeKCTa, UMEeeTcs
BO3MOXKHOCTb IepeiaBaTh (panibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM paboTe C ITCKTPOHHOM MTOYTOM:

1. Hamo BeIOpaTh paBUIILHBIN MOYTOBBIN cepBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyYIlE JOBEPSATh TEM, KOT'O 3HAellb U KTO IEPBbIN B
peuTHHTE;

2. He yka3piBaii B TMYHOM MOYTE JINYHYIO HHPOopMaruio. Hampumep, sydiie BEIOpaTh
"My3bIKaIbHBIN (haHaT@" nnu "pok2013" BmMecTo "Temal3";

3. Ucnonb3yii IBYXATAIHYIO aBTOPU3AIMIO. JTO KOrJa TOMUMO MapOoJIsl HYKHO BBOJIUTH KO,
npuchUIaeMbii 1o SMS;

4. Boibepu ciioxkHBIN TTaposib. I Ka)KA0ro MOYTOBOTO SIUKA JOHKEH OBITh CBOM HAIC)KHBIH,
YCTOMUYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOKHOCTh HalmucaTh CaMOMY CBOM JIMUHBIA BOMPOC, UCTIONB3YH 3Ty
BO3MOXKHOCTb;

6. Mcnonp3yii HECKOJBKO MOYTOBBIX AIMKOB. IIepBbIil 17151 4acTHOM NEPENNCKH C afpecaTamH,
KOTOPBIM ThI JOBEPSAELIb. DTO MIEKTPOHHBIN aIpeC HE HAJ0 UCIOIb30BaTh IPU PETUCTPALIUU Ha
dopymax u cairtax;



7. He oTkpbIBaii haiiabl U Ipyrue BIOKEHUsS B TUChMaX, aXe €CJIM OHU MPHUIILIA OT TBOUX
npyseid. Jlydiie yTo4HU y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiibr;

8. ITocie okoH4aHus pabOTHI HA TTOYTOBOM CEpBUCE TIEpe]] 3aKPHITHEM BKIIAJKU C CAUTOM HE
3a0yap HaXkaTh Ha "Beriitu".

KubepOymuHT i BUPTyaIbHOE U31€BATENBCTBO. KHOEpOYyIIITUHT - TIpeciieIoBaHNue
COOOIICHUSIMH, COJICPKAIIIMMHU OCKOPOJICHUS, arPECCHI0, 3aITyTHBAHKE; XYJIUTAaHCTBO,
COLIMAIEHOE OOWKOTHPOBAHUE C IOMOIIBIO PA3ITUYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 60pbOE ¢ KUOEPOYIITUHTOM:

1. He Gpocaiicst B 60#. JIyummmii cioco0: TOCOBETOBAThCS Kak ceOst BECTH H, €CIIM HET TOTO, K
KOMY MOXHO OOpaTHThCS, TO BHaYaJIe YCIOKOUTHCS. ECIT ThI HAYHEITh OTBEYATh
OCKOPOJICHUSMH Ha OCKOPOJICHHUS, TO TOJBKO €Iie OOJIBbIIE pa30KKEITh KOHDIUKT;,

2. Yrpagisii cBoel KubeppemnyTaruei;

3. AHOHUMHOCTbH B ceTd MHUMasl. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He ctout BecTH XyJIUTaHCKHUI 00pa3 BUPTyaIbHOU KU3HU. IHTEpHET (PUKCHUpYeT Bce TBOU
JIeMCTBUS M COXpAHSAET UX. Y AAUTh UX OyJeT KpaifHe 3aTpyAHUTENBHO;

5. CoGumroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuanaHbii HeratuB. OTHOPa30BbIE OCKOPOUTEIBHBIC COOOIIECHHUS JTyYIle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcsi Ha Ha4allbHOM CTauM;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B COIIMATTBHBIX CETSIX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIECHUH C OMPEIEICHHBIX apeCcOB;

8. Eciu b1 cBUAeTeNnh KnOepOyunara. TBOM NEHCTBUS: BEICTYIIUTH MPOTUB MIPECIICIOBATENS,
M0Ka3aTh €My, YTO €ro JeHCTBUS OLICHUBAIOTCS HETATUBHO, MOIEPKATh )KEPTBY, KOTOPOI
HY’KHa IICUXOJIOTHYEeCKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEICHUS B
CETH.

Mo6unbHbIl TenedoH. CoBpeMeHHbIe CMapT(HOHBI U TUIAHIIETHI COJEPKAT B ceOe BIIOJIHE
B3pOCIBIN (QYHKIMOHAI, ¥ TENIEPb OHU MOT'YT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMU
KomrbioTepamu. OJTHAKO, CPEACTB 3aALIUTHI I TOJOOHBIX YCTPOUCTB MOKA OYEHb MAJIO.
TecTupoBaHMe U OUCK YA3BUMOCTEN B HUX ITPOUCXOJUT HE TaK MHTEHCUBHO, Kak 11 [1K, To
KE caMoe KacaeTcsi U MOOMIIbHBIX puiioskeHui. CoBpeMeHHbIE MOOUITEHBIC Opay3ephl yiKe
NPaKTUYECKH JJOTHAJIM HACTOJIbHBIE aHAJIOTH, O/IHAKO paclIupeHue (pyHKIIMOHaNa BIeYeT 3a
co00# OONBIIYIO CI0)KHOCTh M MEHBIIIYIO 3aIIUIICHHOCTD. Janeko He BCce MPOU3BOIUTENH
BBIITYCKAlOT OOHOBJIEHUS, 3aKPIBAIOIME KPUTHUECKUE YA3BUMOCTHU AJISl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JyIsi 06€30MaCHOCTH MOOMIILHOTO TellepoHa:

Hudero He siBnsieTcst mO-HACTOAIIEMY OecIIaTHRIM. Byib OCTOpOKEeH, Belb Koraa Tede
npeiaraloT OecIuiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO TUIATHBIC YCIYTH;

Hywmaii, mpex e uem otnpaBuTh SMS, ¢oto ninm Buaeo. Tel TOYHO 3HACIIb, TAC OHU OyAyT B
KoHeuHOM uTore? Heobxoamumo 0OHOBIISITE OMEpPaIlMOHHYIO CHCTEMY TBOETO cMapTQoHa;

Hcnonp3yii aHTUBUPYCHBIE IIPOTPAMMBI JJ1si MOOMIIBHBIX TeIe()OHOB;



He 3arpy>xaii mpuiio)keHust OT HEU3BECTHOT'O HCTOYHUKA, BEIb OHU MOTYT COJIEPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecIieYeHue;

[Tocne Toro kak ThI BBIHIEIIb C caiiTa, I'/ie BBOAWI JHUHYIO HH(OPMAIIHIO, 32l B HACTPOUKHU
Opay3epa u ynanu cookies;

[lepuoanuecku npoBepsiii, Kakue MIaTHbIE YCIYTH aKTUBUPOBAaHbI Ha TBOEM HOMEDE;

JlaBaii cBoii HOMep MOOMIIBHOTO Tee(oHa TOIBKO JOASIM, KOTOPBIX Thl 3HACIIH K KOMY
JIOBEPSICILIb;

Bluetooth momken ObITh BBIKITIOUEH, KOT/Ia Thl UM HE MOJIb3yenibes. He 3a0biBait mHOTIA
IIPOBEPSATH 3TO.

Online urpel. CoBpeMeHHBIE OHJIAHH-UTPHI - 3TO KPACOYHBIE, 3aXBaThIBAIOIINE Pa3BICUCHHUS,
00BEeIMHSIONINE COTHH THICSY YEJIOBEK 110 BceMy MUpY. MIrpoku ucciaenyroT JaHHbIH UM MHUD,
00IIaI0TCS IPYT C APYTOM, BBIIIOJHSIOT 3a/1aHUs, CPAXKAIOTCSA C MOHCTPAMHU U TIOTYYatOT OTIBIT.
3a yJI0BOJILCTBUE OHU IUIATST: MOKYMAIOT TUCK, OTUIAYMBAIOT AOOHEMEHT MJIH MPHOOPETAIOT
KaKue-TO onuuu. Bee aTu cpencrBa uAyT Ha NOAAEPKAHUE U PA3BUTUE UTPHI, a TAKXKE HA CaMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCSI CHCTEMBI aBTOPHU3AIIMHU, BBIITYCKAIOTCS HOBBIE ATUU
(un¢poBbIe 3aMIaTKU JJIS1 IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH cE€pBEpOB. B 0 00HBIX UTpax
CTOMT OIAacaThCs HE CTOIBKO CBOMX COIEPHUKOB, CKOJIBKO KPAKH TBOETO M1apoJIst, HA KOTOPOM
OCHOBAHa CHCTEMa aBTOPU3ALUHU OOJIBIINHCTBA UTP.

OCHOBHBIC COBETHI 110 O€30ITACHOCTH TBOETO HUI'POBOI'0 akKKayHTa:

1. Ecnn pyroit urpok BezneT cedsi MI0X0 WK co3aaeT Tebe HENPHUATHOCTH, 3a0JIOKHPYH €ro B
CIHCKE UTPOKOB;

2. [Toxanyiicst aAMUHHCTPATOPaM MIPhI Ha TJI0XO0E MOBEACHUE ATOI0 UTPOKA, KETATETBHO
MPUIOKUTH KaKHe-TO JI0Ka3aTelbCTBa B BUJI€ CKPUHOB;

3. He yxa3piBaii TMuHyI0 HHPOPMALIKIO B Ipodaiise urpsl;
4. YBaxail Ipyrux y4acTHUKOB I10 UTDE;

5. He ycranaBnuBaii Heo(huIHaIbHbIC TTATYH ¥ MO/IBI;

6. Mcnionp3y# ClI0KHBIE U pa3HbIe 1apoJIy;

7. Jaxxe BO BpeMsi UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [1oKka ThI urpaeiib, TBOH KOMIBIOTED
MOTYT 3apa3uTh. OUIIUHT WK Kpayka TUIHBIX JaHHBIX OOBIYHOM KpaXkel IeHeT U JOKYMEHTOB
CEro/IHs YK€ HUKOTO HE YUBUIIIb, HO C Pa3BUTHEM MHTEPHET-TEXHOJIOTUH 3710yMBIIUIEHHUKH
MEePEMECTHIINCH B UHTEPHET, U MPOJI0DKAIOT 3aHUMAThCs "MoOuMBIM" 1estoM. Tak mosiBuIach
HOBasl yrpo3a: MHTEpPHET-MOLICHHIUYECTBA WM (DUIITUHT, TJIaBHAs [[eJIb KOTOPOTO COCTOUT B
MOJTyYeHUHN KOH(DUICHIIMATBHBIX JIAHHBIX MTOJIh30BaTeNIeH - IOTHHOB M mmaposieid. Ha anrnmiickom
s3pike phishing unraercs kak gummHr (ot fishing - peiOHas moBs, password - maposs).

OcHOBHBIE COBETHI IO 60pHOE ¢ PUITMHTOM:

1. Cnemu 3a cBoMM akkayHTOM. Eciim ThI IOJ103peBaeiirb, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKMPOBATh €€ U COOOIIUTH aIMUHUCTPATOPaM pecypca 00 ITOM KaKk MOXKHO
cKopee;

2. Ucnonb3yii 6e30macHbie Be0-CaThI, B TOM YUCJIEe, MHTEPHET-Mara3uHoOB U IOMCKOBBIX CHUCTEM;



3. Ucnonw3y#i ClOKHBIE M pa3HbIC Mapoyid. TakuM 00pa3om, eciii TeOs B3JIOMAIOT, TO
37IOYMBIIIICHHUKH MTOJyYaT JOCTYI TOJIBKO K OTHOMY TBOEMY NMPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu Te0s B3710MaJH, TO HEOOXOAUMO MPEIYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
n00aBJIeHBI y TEOS B IPY3bSIX, O TOM, YTO TEOS B3JIOMAIH U, BO3MOKHO, OT TBOCT'O UMEHU OyeT
pacchuIaThCsI CIIaM U CCHUTKH Ha (DUITWHTOBBIC CAUTHI;

5. YcranoBu HanexHbI maposb (PIN) Ha MoOMIbHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHe Mmapois B Opaysepe;

7. He oTkpbIBaii haiiabl U Ipyrue BIOKEHUsS B TUChMaX, aXe €CJIM OHU MPHUIILIA OT TBOMX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISLIN JIM OHU TeOe 3T (aiiibl.

Hudposas penyranus. Lludposas pemyranus - 5T0 HeraTUBHAsI WIM MO3UTHUBHAS HH(OpMAIHs B
cetu o Tebe. Kommpomerupyromas nadpopMarus, pa3MeieHHas B HHTEPHETE, MOKET CEPbEe3HBIM
00pa3oM OTpa3uThCs HAa TBOEH peanbHOi xku3Hu. "Ludposas pemyranus” - 3T0 TBOW UMUK,
KOTOpHIA hopmupyercs u3 undopmanuu o Tede B HHTEpHETE. TBOE MECTO KUTENBCTBA, yUeObl,
TBOE (PMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH XapaKTepa M paccKasbl O OJU3KUX - BCE ITO
HaKaIUIMBaeTCs B CETU. MHOTHE MOAPOCTKHU JIETKOMBICTICHHO OTHOCSTCS K ITyOJIMKaIUK JIUIHON
uHpopmanuu B IHTepHETE, HE MOHMMAasi BO3MOXHBIX OCIeACTBHMA. ThI 1axke HE CMOKEIlIb
J0rasiaTbCst O TOM, 4TO (poTorpadusi, pa3merieHHas 5 JeT Ha3al, cTaja IPUUYNHON OTKa3a
npuHATH Te0s Ha paboTy. KomMenTapuu, pazmenieHre TBoux Gororpaduit u qpyrue 1eicTBus
MOTYT HE UCUYE3HYTh Ja’ke MOCIE TOr0, KaK Thl UX yAAJIUIIb. Thl HE 3HACIIb, KTO COXPAHUII 3Ty
uH(pOpMalIHIOo, TIOTajIa JIM OHA B MOMCKOBBIE CUCTEMBI M COXPAaHMJIACh JIU OHA, a TJIABHOE: UTO
MOAYMAIOT O TeOe OKPYIKAIOIINE JIIOIA, KOTOPbIE HAUAYT 1 yBUIAT 3T0. Halitn nadopmarmio
MHOTO JIET CITYCTSI CMOXET JIF0OOM - KaK U3 JOOPBIX MOOYX ICHUH, TaK U C HAMEPEHHEM
NPUYUHUTH Bpel. ITO MOKET OBITH KTO YTOJHO.

OcCHOBHBIE COBETHI 10 3aIIUTE HU(PPOBOI permyTaIiu:

1. ITogymaii, mpexae 4eM 4To-To MmyOIMKOBATh U NepeaBaTh y ceds B 6J0re UM B COLMATBHON
cery;

2. B nHacTpoiikax npo¢uisi yCTaHOBU OTpaHUUYEHUS Ha POCMOTP TBOETO MPO(IIIS U €To
COAEP)KUMOTO, CIIeTai ero ToJIbKO "1 npy3eit”;

3. He pa3meniaii u He yka3biBail HHPOPMALIKIO, KOTOPAsk MOXKET KOT0-TH00 OCKOPOIATH UK
O0MXaTh.

ABTopckoe mpaBo CoBpeMeHHbIE IKOJbHUKU - aKTUBHBIE MTOJIb30BATENH LIU(PPOBOTO
npoctpancTBa. OHAKO JaJIeKo HE BCE 3HAIOT, YTO MOJIb30BAaHHE MHOTUMHU BO3MOXKHOCTSIMU
1ndpoBoro Mupa TpeOyeT COOMIOICHUS TTpaB Ha MHTEIUICKTYaJIbHYIO COOCTBEHHOCTh. TepMUH
"HHTEJJIEKTyaJIbHAasi COOCTBEHHOCTD'" OTHOCUTCS K Pa3JIMYHBIM TBOPECHHSIM YEJIOBEYECKOTO yMa,
HA4YMHAas C HOBBIX U300pPETEHUI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh Ha MPOYKTHI U
YCIIyTH, ¥ 3aKaHYUBasi KHUTaMH, poTorpadusmu, KHHOQUIBMaMHU U MY3bIKaTbHBIMU
IMPOU3BCACHUSAMMU.

ABTOpCKHE TpaBa - 3TO MPaBa Ha UHTEIJICKTYAIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEICHUS HAYKH,
JUTEPaTyphl U UCKYCCTBA. ABTOPCKHE MPaBa BRICTYIAIOT B KAYECTBE FApaHTHH TOTO, YTO
MHTEJJIEKTYaJIbHBIN/TBOPUECKUI TPY/ aBTOpa HEe OyeT HalpacHbIM, JAaCT €My CIIpaBeIIUBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3yibTaTax CBOErO TPy, MOJYYUTh U3BECTHOCTh U MIPU3HAHUE.
HuxkTo 0e3 paspelieHus aBTopa He MOKET BOCIIPOM3BOIUTH €0 MPOU3BEACHHE, PACTIPOCTPAHSITD,
nyOJIMYHO IEMOHCTPUPOBATH, MPOAaBaTh, UMIIOPTUPOBATH, TYCKATh B MIPOKAT, MyOIMYHO



UCIIOJIHATD, I0KA3bIBaTh/UCIOIHAT B A(upe UK pazmewiatsb B IntepHere. Mcnonb30Banue
"IUPaTCKOro" MPOrpaMMHOT0 00ECTIEYEHUsI MOXKET MIPUBECTH K MHOTUM PUCKaM: OT MOTEPH
JAHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKHU TBOETO YCTPOMCTBA, I/I€ yCTAaHOBJICHA HeJlerajJbHas
nporpamma. He cTouT Takske 3a0bIBaTh, UTO CYLIECTBYIOT JICTaIbHbIE U OECIUIaTHBIC
IPOTpPaMMbl, KOTOpbIE MOXKHO HaifTH B ceTH. O noprane CeTeBHUOK.p¢ - TBOU INIaBHBIN
COBETYHMK B CETH. 3/1€Ch Thl MOKEIIIb y3HATh O O€30MaCHOCTH B CETH MOHATHBIM U IOCTYITHBIM
SI3BIKOM, a TIPY BO3HUKHOBEHHH KPUTHUYECKOW CUTyalluu OOPAaTUThCS 32 COBETOM. A TaKxke
NPUHATH Y4acTHE B KOHKYPCax M CTaTh CaMbIM IIU(PPOBBIM Irpax1aHUHOM!



